CHUBB

Cybersecurity Awareness and
Risk Management Services

People are often the weakest link in keeping your organisation secure. A lack of understanding and training about cyber risks,
cyber threat actors and industry vulnerabilities will increase your exposure to a cyber incident.

Chubb believes that every individual in your business should be empowered to help strengthen cybersecurity and that they
need to understand how their actions can impact cybersecurity and lead to an increased chance of cyber attack.

The human dimension of cybersecurity is critical to cyber safety. Cyber education and risk management focuses on creating
behavioural change amongst both employees and the organisation to create a culture of best practice cyber safety in a business.

Chubb Cyber policyholders have access to the discounted services of Cybersafe Legal and a cybersecurity awareness and risk
mitigation program designed to minimise cyber exposures. Chose from one of the options below or Cybersafe Legal can prepare a

customised cyber awareness and risk management program tailored to your professional and budgetary needs.

There are four training programs available:

I_ Option 1 - Cyber Ready
a In house cyber awareness training seminars for all staff in Key Learning
e the organisation. Objectives
The key Peneﬁt of face tf’ face cypersecurlty awareness tralnlng?y ‘ . Whatis cybersecurity
is the ability to personalise learning and to respond to the specific . .
industry requirements and needs of every client. *  Why your businessisa
target for attack
Option 2 - Cvber A ¢ Who are the main cyber
Q ﬁ ption 2 - Cyber Aware threat actors
Comprehensive guidelines for an appropriate Security Education « What are the most likely
Training and Awareness protocol for your business. methods of attack
Areview of the client’s current cyber education program * How your business can
and available training techniques and the preparation of key protect itself
procedures and topics to be covered in an optimal cyber  Stepsindividuals can take
awareness regime. to minimise risk
Option 3 - Cyber Learn
An online interactive training course on cybersecurity for all staff. Access anytime and anywhere for updated
cybersafety education.

WL Option 4 - Cyber Respond

§ w Preparation of a customised Cyber incident Response Plan. A comprehensive Incident Response management
— plan outlining the steps to take in the event of a cybersecurity incident.
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Leadership — We have been
committed to protecting
organisations with content
exposures for over 40 years.
Our expertise allows us to
develop “all risk” coverage.
What’s more, Chubb offers a
full suite of complementary
insurance solutions, including
directors and officers liability,

Q Protection — The true

measure of an insurer is how
it responds to and manages
claims. We strive to treat
each customer the way we
would like to be treated if

we experienced the same
loss - with integrity, empathy,
promptness, and fairness

- and to reach mutually

Endurance — Chubb’s
financial stability and ability
to pay claims rate among
the best in the insurance
industry, as attested

by leading insurance rating
services.

employment practices
liability, and property and
casualty coverages.

agreeable outcomes.
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About Chubb in Australia

Chubb is the world’s largest publicly traded property and casualty insurer. Chubb, via acquisitions by its predecessor
companies, has been present in Australia for 100 years. Its operation in Australia (Chubb Insurance Australia Limited)
provides specialised and customised coverages including Business Package, Marine, Property, Liability, Energy,
Professional Indemnity, Directors & Officers, Financial Lines, Utilities as well as Accident & Health, to a broad client
base, including many of the country’s largest companies. Chubb also serves successful individuals with substantial
assets to protect and individuals purchasing travel and personal accident insurance.

More information can be found at www.chubb.com/au.

About Cybersafe Legal

Cybersafe Legal is known for its professional and effective approach to cyber education and risk management. Cybersafe
Legal works closely with its customers to take the worry out of the complex cyber security and risk awareness process
whilst specifically acknowledging the cyber issues and vulnerabilities which exist in your industry.

Contact Details:

01800 717 510

E info@cybersafelegal.com.au
www.cybersafelegal.com.au
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Chubb. Insured.’

This factsheet is intended to provide only a general description of the products and associated services offered by Chubb. Any advice in this factsheet is general only and does not take
into account a potential purchaser’s objectives, financial situation or needs, or the prevailing laws and regulations in the relevant jurisdictions. Please review the full terms, conditions
and exclusions of the relevant policy and consider whether the advice is right for you. Coverage is underwritten by Chubb Insurance Australia Limited, ABN 23 001 642 020, AFSL 239687.
Coverages are subject to licensing requirements and sanctions restrictions. ©2020 Chubb Insurance Australia Limited. Chubb®, its logos, and Chubb. Insured.*™ are protected trademarks
of Chubb. Chubb10-661-0520



