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1. Agility, Capability, Insights

2. Optimism bias is real, but can be brok
3. Gamification gets results, at scale
4.Don't forget the carrot

5. Continuous engagement is key




Resilience Fundamentals

Description

This microsimulation is designed to

introduce aresponse team to the initial

process of incident assessment and team
tivationdue to aransomwa ack.

Objectives

@ Validate incident assessment

@ Validate escalation and team activation
@ Build capability ininitial response

@ Meet compliance requirements

2. Physical Security: Emergency

Communitions

§

Description

This microsimulation is designed to
introduce aresponse team to critical
proces emergency communications.
Objectives

@ Validate roles and responsibilities
@ Validate datacurrency

Build capability in Emergency
Communications response

@ Meet compliance requirements
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3. Data breach: Rolesand duties

Description

This microsimulation is designed to
introduce aresponse team to their roles and
response dutiesin a Data Breach scenario.

Objectives

@ Validate roles in response team
@ Validate initial duties in play
@ Build awareness of threat

@ Meet compliance requirements

Description
This microsimulation is designed to

introduce aresponse team to the documents

and team delegations associated a
significant natural catastrophe event.

Objectives
@ Validate access to documentation
@ Validate team activation

@ Build capability to natural catastrophe
response

@ Meet compliance requirements




