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Ingredients & Method – What and How?
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• Awareness and Desire

• Develop and Endorse

- Framework

- Crown Jewels

- Security Objectiveness

• Implement and Operate

- Deliver security initiatives

- Run the forums

- Write the reports

• Review and Improve
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Key artefacts:

• Cyber Security Policy (external)

• ISMS framework (Internal)

• ICT Acceptable Use determination

• Cyber security Standards

• Cyber security Incident Response Plan

• Cyber security plan/roadmap

Systematic approach to managing the security of information
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What is an ISMS?
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ISMS Roles
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Role Key Responsibilities

Executive Define councils risk appetite

Resource and support cyber strategy

CIO/CISO ISMS Owner

Ensure cyber roles and responsibilities are defined

Ensure secure by design approach to projects

Define cyber security plan

Manage cyber security budget

Information Security Manager (IT 

Operations and Infrastructure 

Mgr)

Manage response to cyber events, threats and risks

Manage operational security activities, tools and platforms

Manage cyber security partners

Implement cyber security response plan

Implement technical cyber security controls and initiatives

Cyber Security & Risk Mgt Lead Chair Security Working Group

Co-ordinate and track ISMS activities

Lead security risk assessments, cyber awareness campaign, audit co-ordination

Prepare internal and external reports and presentations

Technical Cyber Security 

specialists

Lead response to cyber events, threats and vulnerabilities

Provide technical guidance on risks

Perform operational security activities

Implement new cyber controls eg E8

All staff with authorized access to 

SSC systems

Complete regular cyber awareness training

Use SSC information assets in accordance ICT Acceptable Use determination 

eg MFA



ISMS Governance Framework
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Direction

Assurance

Security Working Group

ISMS Steering Committee/
Enterprise Risk Committee

SSC Executive

Assurance

Direction

Audit & Risk Committee

Oversight



ISMS Steering Committee
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Executive Sponsor - Director Corporate

Membership (Enterprise Risk Committee)

• Manager Corporate Governance (Chair)

• CIO, CFO, Head of Safety and Well being

• Senior Manager – Community, Planning, Infrastructure, Corporate

Remit

• Ensure security objectives are aligned with  the strategic direction of Council

• Ensure that security activities are carried out as per the ISMS Framework

• Ensure that the ISMS is implemented and resourced effectively

• make decisions on how to handle noncompliance

• Evaluate significant issues that may impact the operation of the ISMS

• Ensure the residual risk is within the tolerance of the organisation

• Monitor the effectiveness of the SWG

• direct the activities of the SWG

Quarterly

Are we meeting our cyber security objectives?

Annual

Are our cyber security objectives right?



Scope = Crown Jewels + Objectives



Crown Jewels
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Method: 

• Draft initial list (don’t assume you know)

• Identify the system owner

• Consult the system owner

• Present findings to ISMS Steering Committee Update and endorse

• Review and improve

Element Level of Impact if the data was Ratings

Confidentiality Disclosed to the public?

Catastrophic

Major

Moderate 

Minor

Insignificant

Integrity Compromised or altered inappropriately?

Availability Unavailable for?

(a) 24 hrs 

(b) 5 working days

(c) Ever (Totally Lost)



Crown Jewels
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Critical Business Systems
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ISMS Objectives
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Method

1. Draft objectives based on known risks

a) Previous audits

b) Environmental weaknesses

c) Best practice eg E8, Cyber Guidelines for LG

d) Industry knowledge

e) Strategic Objectives

2. Consult with the ISMS Steering Committee

3. Formal endorsement 

4. Define the strategy & measure for each objective

5. Execute the strategy

6. Report progress by objective

7. Review the objectives (annually)



ISMS Objectives

14

Year 1

2022/2023

Objective Description 

1 Develop information security management capability – internal staff and 

partners.

2 Apply appropriate risk-based controls to manage confidentiality, 

availability and integrity by focusing on sensitive information and critical 

systems.

3 Ensure continual improvement of security controls as defined by  the 

Essential 8 in order to maintain an acceptable level of risk.

4 Develop associated policies, determinations and other needed artefacts 

to effectively operate, manage and govern the information security as an 

integral business activity process.

5 Increase the information security awareness across the organisation.

6 Provide appropriate management of internal and external audit issues.



ISMS Objectives
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Year 2

2023/2024

Objective Description 

1 Maintain and continually improve information security management skills, 

capability and governing artefacts.

2 Identify, analyze and apply appropriate controls to manage the risk posed 

by vendors, suppliers and third parties.

3 Maintain and continually improve security controls including, but not 

limited to, the Essential 8 to an acceptable level of risk.

4 Identify and apply appropriate controls to manage the risk of over- 

collection and over-retention of private or sensitive information, 

considering legislative compliance, privacy, security and data practices.

5 Maintain and increase information security awareness and knowledge to 

mitigate the risk of compromise based on social engineering and other 

behavioural factors.



ISMS Objectives
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2025/2026

Objective Description 

1 Develop a roadmap of activities to comply with the 

revised Cyber Security Guidelines for Local Government

2 Identify, analyze and apply appropriate controls to manage the risk 

posed by vendors, suppliers and third parties.

3 Maintain and continually improve skills, capability and security 

controls including, but not limited to, the Essential 8 to an acceptable 

level of risk.

4 Identify and apply appropriate controls to manage the risk of over- 

collection and over-retention of private or sensitive information, 

considering legislative compliance, privacy, security and data practices.

5 Maintain and increase information security awareness and 

knowledge to mitigate the risk of compromise based on social 

engineering and other behavioural factors.

6 Define and establish AI Guardrails



SWG Agenda
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Monthly

• Detailed review of ISMS initiatives for each Security 
Objective.

• Review cyber risk register

• Review cyber incident register

• Review ISMS Standard exemptions

• Review audit items

• Cyber calendar and roadmap



ISMS Steering Committee & ARIC Updates
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• High level status update for each ISMS Objective

• Cyber Security risk register

• Cyber security incident overview



Objective 6: Define and Establish AI Guardrails
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Guardrails Control/Mitigation Status

Policy Internal Policy (Determination) Implemented

External Policy Planned

Usage governance AI Register Implemented

Education - staff Responsible AI Training and Awareness

ISO42001

Ongoing

Completed

Education - 

Councillors

Responsible AI Training and Awareness Planned

Data Governance Permissions review and data security controls In Progress

Education Redirection to approved AI sites Implemented

Procurement All vendors must disclose AI use and meet 

security and ethical standards

Planned

Project Governance AIAF applied to project lifecycle management. 

AIAF risk assessment required as part of CR 

submission

Implemented

Cyber Security AI specific cyber security checks Planned
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Questions



Thank
you

sutherlandshire.nsw.gov.au
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